 Site Data Integrity Road Map:
towards a goal
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o High comprehension

What is still | within a
missing to

JUURSON®\  WORKING INDUSTRY

How our reality
answers the
requirements?

known references
CFR21 part 11
EU vol. 4 — annex 11

Where are we?

starting point



Medicines & Healthcare products "...:: MHRA
Regulatory Agency e '

MHRA GxP Data Integrity Definitions and Guidance for Industry

Draft version for consultation July 2016

Organizations are not expected to
implement a forensic approach to data
checking on a routine basis, but instead
design and operate a fully documented
system that provides an acceptable state
of control based on the data integrity risk
with supporting rationale. In addition to
routine data review, the wider data
governance system should ensure that
periodic audits are capable of detecting
opportunities for data integrity failures
within the company’s system, e.g. routine
data review should consider the integrity
of an individual data set, whereas the
periodic system review might verify the
effectiveness of existing control measures
and consider the possibility of
unauthorized activity.

~
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Data Governance

The sum total of arrangements to ensure
that data, irrespective of the format in
which it is generated, is recorded,
processed, retained and used to ensure a
complete, consistent and accurate record
throughout the data lifecycle.

DATA ALTERATION &

COUNTERFEITING

- Data modification, illegal and not traced
- Data deleting

- Data generation when it is not part of a
documented and registered process



Trained EU VOI. 4

Qualified Validated Validated
auipment e methods annex 11
[ [ Raw Data

personnel

N
: Electronic & Paper

DATA lifecycle e

/

MHRA

Deviations Equipment System Analytical MarCh 2015
failure failures drifts
Metadata

- DATA GOVERNANCE -



STAR

POINT a road map to perform a winning trip

detailing the starting point and highlighting the stages to stop and
is recommended to map the system, trying to figure out a visual
ect of the study:

A good roadmap of the
perform a risk evaluatia
representation of the

* facilitate the cc C
e allow an organized analy independently from their complexity
e identify the risks linked to the syste
» facilitate the decisional processes

* facilitate the description of the system to “others’

)

A good choice is to proceed through
key questions, applicable to each of the
evaluated systems

(whatever electronic or paper based and
independently from the area)

allowing to address appropriately

DATA INTEGRITY REQUIREMENTS

in terms of

CRITICALITY and TRACEABILITY of data

®

CHEMO



MAPPING the reality
requires a deep
understanding and
analysis of complex
systems, highlighting key
points & drivers

\\g W [H
A A ©)

Y W
T

department

IPC lab

Release lab

Production

QA

Warehouse

Engineering/
Maintenance

~\
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system ID #

HPLC-GC
BLO1

GN 1
IR2

Granulometer

Reactors

Centrifuges

Drying
/micronization

SOPs

SAP

Wrack
identification

Bar codes

software ID #

EMPOWER

no software

WINDOX SYMPATEC
5.60

OMNIC 8.2

WINDOX SYMPATEC
5.60

PLC7 siemens

DOCUMENTUM

serial number

536N4010601
1033/H1209
APW110075

1845/H1979

AHY0900472

AHY0900472

IT

Administrator

XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXXXX
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... that is

» deep comprehension of
the compliance requirements

» ability to read, identify and
supervise when the
achievement is assigned to
third parties not directly
belonging to our world

It means sharing different skills:

Analytical

Engineering
- T
- GMP

with an accurate planning

INVENTORY

DEPARTMENT CQ PROD QA

SYSTEM IDENTIFICATION

SOFTWARE
INTERNAL CODE

windows access
software access

access levels

1Q
0oQ
PQ

acquisition

storage/retrieval

nomenclature
path

audit trail

SOP

WAREH ENG....



DEPARTMENT of APPLICATION

SYSTEM IDENTIFICATION

SOFTWARE

INTERNAL CODE

windows access

software access

access levels

IQ
0OQ yearly freq.

PQ

acquisition

storage/retrieval

nomenclature

path

audit trail

SOP

~

@
QC QC QC QC
SHIMADZU IR-
UV CARY 60 AEFINITY 1S IR SHIMADZU HPLC
Cary Win UV DATASTORE
5 0.0.999 LAB SOLUTION IR EXPERT A02.02
31 IR0O30 IR9 HPLC1
Windows 7 Windows 7 Windows XP Windows 7
personal ID personal ID no personal ID
2 access levels: 5 levels:
Advanced User, 3 access levels: su eradmiﬁ or
Auditor; 3 Adminsitrator P Y
L - none superusers,
profiles: Supervisor
. users, readers,
Administrator, Analyst tech
Audit, User '
19/06/2016 29/05/2017 25/02/2013 42184
14/06/2017
15/03/2017 29/05/2017 29/08/2016 (HPLC-C)
28/07/2017 28/07/2017 28/07/2017 42944
local with network
local local network
backup
local + backup local local network
. . yy-mm-
batch# batch #.ispd analysis n#.sws dd.SC.SSI.zip
OPENLAB
D:\Varian C:\labDB\DB\pro C:\programs\shimad DATASTORE\H
Spectroscopy ject_sequential tzu\expert\run\myres PLC id-
Database number ults product\analysis
year
2 types: 1 complete: none 2 types:
data + system data + system data + system
SOP0109 SOP0123 SOP0116 SOP0128

QC

METTLER
SCALE AG135

no software

scalel

not applicable

2 levels id

Admin, analyst

17/12/2003

28/06/2017

printer

paper

not applicable

not applicable

not applicable

SOPO0113

QC

METTLER
SCALE MX5

no software

scale2
not applicable

2 levels id

Admin, analyst

14/07/2006

28/06/2017

printer

paper

not applicable

not applicable

not applicable

SOPO0113
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Once the inventory is complete, the most difficult part of the way is over, we can proceed
with specific tools through next steps

SECOND STEP RISK ANALYSIS

ICH HARMONISED TRIPARTITE GUIDELINE

Initiate
Quality Risk Management Process

Risk Assessment |

QUALITY RISK MANAGEMENT |

Risk |dentification |

Q9 ¥
| Risk Analysis |

¥
» Basic risk management facilitation methods | Risk Evaluation ] umaccapeatle |
(flowcharts, check sheets etc.): g 3
s Failure Mode Effects Analysis (FMEA); 2 Risk Contral ¥ g
s Failure Mode, Effects and Criticality Analysis (FMECA); E ] | Risk Rﬂ:uwun I a
* Fault Tree Analysis (FTA); 3 | RiskAcceptance | e g
F

» Hazard Analysis and Critical Control Points (HACCP);
« Hazard Operability Analysis (HAZOP); ( Output | Result of the )

Quality Risk Management Process
o Preliminary Hazard Analvsis (PHA);

s Risk ranking and filtering; Risk Review ¥
M- | Review Events I

s  Supporting statistical tools.
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R (risk) = T (Traceability) x C (Criticality)

ALCOA (attributable, legible, contemporaneous, original, accurate) +
CCEA (complete, consistent, enduring, and available)

CRITICALITY vs TRACEABILITY Nnuen;ha;;:f
CRITICITA' vs TRACCIABILITA answers

Does the S'y"St'Eﬂ"I QEHEFEIE data not USEd for release?

! o =] o a'-.-.-a-h-y-\. niesinna in commercio dalla =pstanzag
] [efmia oy -'.__'.._' L dato utili g0 | war |f T YW1 11 e allg Sosianza

Deeethe eyetem |dent|fyrwhe Iwhen the data is generated? (Noj o-

'-\.-\.-\.-. -\.-\..--- mrhifneg A yanarates il dain?
Nunca ¢ -\.-\.'-\..'.-\.-\.'-\..:-\.' gl !

DDEEthE system QEHEFEIE attributable and permanent data?

'-;-;-\.-. S T -\..-\. i r '-;-;-;.-. ~
1 '-\. cauce i '-\.""«."-\.-\.'-\."-\.-\.«. adnen

Doesthe s etern reeerd simultaneoushy?
y v (No) 3-

MEDIUM MEDIA

Il sisterna registr dato contemporaneamente glla sua generazione:;
----- OIS oy COTHE = E e CHIE

Does the S'y"StEﬂ"I generate erlglnal data E.‘u"DIﬂIFIg 'II]L.I[ZZI|IEE.1IIICZIr"I"J

-_-;_-;d-\.-.--_.-;.-; ' --\.-;._- 5 0a awita nelon 1 fernlicazion
| SrErATLS e rers =] Iginaie g a9 g o

CRITICALITY
CRITICITA'

Deeethe eyretem generate aeeurate data? (No)1-2

el s =] roadiee vn adato oprec
el fud b= «.' cauce unaas [

Deeethe eyretem have controlled and nominal accesses?

I oicka T3 7 paEeih i arracc _-\._-\..-4._-\. 9t @ fermin s e
Wl rd }oESIDNiE di accessi conl Lol L natw LS LU

vy A earrrt il rfivarsi fivalli i onara b 5
& SO0 a3 g Na NIl divens IVelndn iberd L

AI"E data Sﬂ‘u"ﬁ'd and preteeted 5IfT'IU|tE.FIEDUS|'3|" tD generatlen'?

Agt =00 =3 ~artast =T a o= arg 7inng s - N,
i (131T givall conies ugimenie aiia generazi neigamaoasee mn
gl UL G U UGl FErile alia Yo

|5 data S-E.‘u"lﬂg E.UtDﬂ"IatIC':"

__\,.. - .\,.,....__.\.. 0m .._.\,_.,,-
-\.-\.-\.-\..: L L

Ccan thE S'y"StEﬂ"I E.Udlt trE.I| be ehallenged and cannot be switched off?

-'-L-L-\.-\, i 0 A e etaras=la .--\..-.-\.—\.-"-'-

|k
L
&

Fm e o e

=]
i
[1¢]

1erazigine ne -\.'.:.«..«. s e LLF

(No)3-4 MEDIUM MEDIA

:
3
Z

TRACCIABILITA'

ema ha un a it trail intermooabile e non oiss ghile?

WS = LAl 4= LE T b= PR Pl = LR R = AANG 1_2
can E|ECTFDFIIC SIQFIEIL.IFES and electronic data be traced and verified? (ND:I LOW

! cictamg raneante varnfeg o frma
alSlirg LU S IIE YEHI-a & 1

alotemmirag Aol oo de 7
SIS Ui Wel Wl !



gjqendde
10U

a|gedndde 1ou
a|qe2dde 1ou
a|qeadde 1ou
a|gedndde 1ou
a|qeadde 1ou
a|qe2idde 1ou

ajqeddde
10U

a|qeadde 1ou
a|qeadde 1ou
a|qeadde 1ou
a|gedndde 1ou
a|qeadde 1ou
a|qeadde 1ou

Zaleas

S1BM]JOS OU

SXW ITVIS
l-E RNy

20

a|qemdde
10U

a|geddde jou
a|qedde jou
a|qeddde jou
a|geddde jou
a|qeddde jou
a|qe2dde jou
ajqeddde
10U

a|qeddde jou
a|qeddde jou
a|qeddde ou
a|geddde jou
a|qeddde jou
a|qe2dde jou
Laleasg

21EM]JOS OU

GELOY
ERLE
REglIE[L!

]

4

| 2

MO WnNia3w MO MO
saf ou cak salk
sak ou sak sak
saf saf saf ]l
saf saf saf salk
safk ou safk sal
saf ou saf saf

MO Wnia3aw MO MO
saf sak saf saf
safk ou safk sal
sak safk saf sak
saf saf cak salk
saf sak saf saf
sak sak safk sak

L.J1dH ital! 0E0HI LE

ey 3 MOILA10S5 GEE00S
HO1S5¥1%d 1d3dX3 g% AN U AED
NZd9RIHS Sk
J1dH I AlIMIAAY-HI 09 AHYD AN
MNZa9INIHS
a0 D a0 J0

OWI3HO

}
(&

XAANI MSIH ALIMTIGVIOVHL

PSS APUE pAIE] A0 BJEPILOIDS |2 pUE S2Unjeub|S U 010aa uen)
ZU0 pauyolms aq JouueD pue pabus|[eyo ag B UPNE WalsAs 2y ue)
ionewomne Bulses Blep 5|

Zuonelaus B o] fsnosuBynwis papaold pue pasAes BlED Ay

ol ayiuo Bupuads p sUOJEYIQEY JUSISYIP SABY 51250 JU2Ia10
52552008 [BUILIOU PUE P2||0JII0D SAB L WaSAS 211 520(]

XAANI MSH ALINVOILI™D

LEIER 2jeinooe 21elaus b WalsAs au) seog

Auoiendnp Buiploae Blep (eubuo ajesaua b walsis syl saoq
LASNOIUBYNWIS pJ022a) WalsAs 2L s20]

ABIEp WauBuUad pue a|genquie aelauab waisds syl saon
iPaielaua b s1BEp Y] U UM oy ALIUep) WalsAs syl sao

£95B2|2110] pasn]ou BlEp a1esaual Wwashs ayl saog

300D TVNYIINI

JHVMLH0S

NOILVIIJIINGAI W31S AS

NOILVII1ddV 2 INJW1HVd3d

ALMAYIDYHL

ALMTYILLIHD




(2

CHEMO

The detailed picture of the system and the methodology chosen allow to prioritize the
actions, focusing & analyzing in details each specific GAP

- INTERVENTION PRIORITY INDEX -

1 Low Low Low Lowe medium medium

Low

2 Low Low Low Low medium medium

THIRD STEP

TRACEABILITY
MEDILRM

GAP ANALYSIS

5| medium medium

HIGH

& medium medium

LOW MMEDIUM

CRITICALITY
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FINAL STEP

Initiate
Quality Risk Management Process

Risk Communicatihn

Risk Assessment i

| Risk identification |

!

=M | Risk Analysis |

¥

| Risk Evaluation ]
|

Risk Control

| Risk Reduction l

'

| Risk Acceptance |

unaccoptabls

Output ! Result of the
Quality Risk Management Process

Risk Review

©
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CAPA IMPLEMENTATION

Risk mitigation — REMEDIATION PLAN
All  CAPA actions executed in the
prioritization order driving each piece
of the system into compliance
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ROAD MAP
TRIP SUMMARY

uMappingn
the system

€ m ool . > GOAL

| T

Preventive Actions
Future actions plan

l I

Corrective Actions
* Immediate actions plan

| I

GAP analysis

inventory o m o e o

Risk analysis P
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Design VS Validation Process
(LIFE-CYCLE model)

Performance
Qualification

User Requirements
Specifications

e G

Functional
Specifications

Operational
Qualification

ot i

Installation
Qualification

Design
Specifications

oo it |

One of the core principles of GAMP is that
Quality cannot be tested into a batch of product but must be built into each stage of the manufacturing
process.
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